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Windows 10 Enterprise 2019 LTSC

Operating System Installation Guide

ﬂ Attentions:
)

This guideline is only applicable to closed network node operating system.
® Beforeinstallation, please read relevant user manual and observe safety notices.

® Please refer to the computer user manual for specific instructions or log on the
website of the computer supplier to obtain relevant information.

Section 1 Flow for Installation of Windows 10

The operation system is named Windows 10 in this guide; the flow for installation is shown in
Figure 1-1.

Installation of Windows 10 I
Create logic partitions for hard
disk I
Install drives I
System optimization and properties
setﬁnﬁs I

System purification

Install the browser I

Check I

Figure 1-1 Flow for installation of Windows
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Section 2 Installation of Windows 10

Applicable operating system of this guide is Windows 10 Enterprise-English-64Bit OS, the
installation steps are as follows.

1. Boot up the PC with the installation disk of Windows 10.

Boot up the PC and set disc as boot disc. Insert the installation disk of Windows 10 into
CD-ROM, and then enter into the Windows 10 setting interface.
2. Choose the Installation Language
® Language to install: English (United States)
® Time and currency format: English (United States)
® Keyboard or input method: US

3. Start to install
Click “Install now” to start installation.

4. Input product key and add “Next Step” to continue, or click “jump” and input key after
installation.

5. Accept the license terms

6. Choose Installation Mode
Select Custom: Install Windows Only (advanced)

7. Create system disk partition

1) Click Driver options (advanced), select the disk partition then click delete on disk partition
interface to delete all the original system disk partition on disk partition interface.

2) Click New on disk partition interface to create a new system disk partition, the condition
of system disk partition is shown in Table 3-1 List of disk partitions.

3) Then it starts to install Windows 10 up to end.
8. Setting

Select “Use express settings”.

9. Personalize
® User Name: TEMP
® Password: SUPCONDCS
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® The hint of password can’t contain the password.

PC Name: (Just for example)

B AdvanTrol-Pro: ###*** (### is the short name for operation node, *** is the IP
address for Host. For example, Engineer Station can be named as ES130; Operator
Station can be named as 0S136.)

B VisualField:###&&_***(### is the short name for operation node, && is the domain,

and *** is the IP address for Host. For example, Operator Station can be named as

0S15_160.)

crov
The user named “Temp” will be deleted and the computer only has four users,

Administrator, DefaultAccount, Guest and WDAGULtilityAccount. However, in order to
normal execute system installing; the user named "Temp" set here is a must.

10. Finish.
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Section 3 Create Logic Partitions for Hard Disk

Entering “This PC” in Search and right clicking it, select “Manage” in right-click menu, Computer
Management interface will pop up, in which click Disk Management below Storage, and then the
condition of system disk partition will be shown in the right column.

=y

Tips:

® |[fthereis no “This PC” icon in the default desktop, right-click in the blank and choose
“Personalize”, select Themes in the left menu, click "Desktop icon settings" below
the "Related Settings", and then select “Computer” in the interface “Desktop Icon
Settings”.

® Before personalizing, user needs to use product key to active Windows 10.

Firstly, change CD-ROM to Disk G. Secondly, then select right-click menu “New Simple Volume...’
at the unallocated disk to divide the disk into disk D, disk E and disk F. Partition standards are as
follows.

Table 3-1 List of disk partitions

Hard disk Disk Local Disk C Local Disk D Local Disk E Local Disk F Local Disk
space icon (system disk) | (data disk) (backup disk) | (own disk) G
Format NTFS NTFS NTFS NTFS
2160G CD-ROM
Capacity | 102400MB The rest 20480MB 20480MB

Application guideline of each partition is as follows:

® Operating system and Supervision software are to be installed on Disk C.
® Disk D is to be used to store supervision running data.

® Disk E is to be used to backup setup programs, engineering configurations and drivers,
etc.

® Disk Fis to be used to store process database file (history trend, alarm record, report etc.)
which is created by supervision software or other working files.

After finishing logic partitions for hard disk, please backup files in the Windows 10 installation disk
by copying it to Disk E.
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Tips:

® |f you want to reassemble the operation system, you just need to format Disk C
directly and it is no necessary for logic partitions for hard disk over again.

® If thereis the rest of hard disk space, the capacity of disk C can be broadened
according to circumstances.
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Section 4 Install Drivers

1. Installation

In the light of host configuration, run the main board driver disc and the integrated components
driver disc provided by the host manufacturer, and install every component following hints of
installation wizard. Restart computer after finishing installation.

However, if you don’t know which drivers should be installed by referencing the wizard, please
open the Device Manager in Computer Management interface, it is shown as Figure 4-1, in which

those components without finding drive (marked with a yellow interrogation mark or exclamation

mark) need to be installed.

@ Event Viewer
| Shared Faolders
Pl Lacal Users and Groups
l@:ﬁl Perfarmance
=y Device Manager
=0 Storage
::';_-‘ Services and Applications

- Dlisk drives

@ Display adapters

- OVD/CD-ROM drives

E‘lgj Human Interface Devices

g |DE ATA/ATAPI contrallers

= Keyboards

}3 Mice and other painting devices
1 Manitars

@ Metwork adapters

i3 Other devices

i PCILSimple Communications Controller

i Si Bus Controller

K Partable Devices

"' Ports (COM 2 LPT)

™ Print queues

D Frocessors

Il Software devices

% Sound, video and game controllers
% High Definition Audio Device
&y, High Definition Audio Device

4 Storage controllers

3 System devices

¥ Universal Serial Bus controllers

(A Computer Management — O X
Eile  Action View Help
Lol AR] s (N 7 Rioe S
;é' Computer Management {Local | ~ = DESKTOP-LDDPSL Actions
"L » -
~ ([} System Tools I Audio inputs and outputs S
@ Task Scheduler [ Computer
More Actions  #

Figure 4-1 Device Manager Interface
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2. Backup
Backup the corresponding drivers to disk E.
3. Check

There should be no item marked with yellow interrogation mark or exclamation mark in interface
Device manager after finishing the installation successfully.

Q Attention:

After finishing the installation of drivers, open the interface "Uninstall or change a
program" of Control Panel and check if the software NVIDIA nView Desktop Manager
(NVIDIA nView) has been installed. If it has been installed, please forbid or uninstall it.
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Section 5 System  Optimization and Properties

Settings

ﬁ Attentions:
® The properties which are not mentioned remain default.

® Settings of different hosts may be different, please set system according to the fact.

This chapter introduces how to set user accounts, display properties, taskbar and start menu, time,
language, system properties, firewall, services, network properties and so on.

5.1 User Accounts Settings

1. Set administrator account
1) Enable administrator account
Right click “This PC”, select “Manage” in the right-click menu, pop up “Computer
Management” interface. Select “Users” below “Local Users and Groups”, the user

interface shown as Figure 5-1.

B Computer Managernent - O X
File  Action  “iew Help
o= 2H = HAE
& Computer Management {Local) Marne Full Marme  Description Actions
v ik S}fst:;kagohlsd | %, Adrninistrator Built-in account for adm.., Users -
L "
O ask wcheduler ¥, Defaultdccount A user account managed..., Mare Actions »

2] Event Viewer

72 Shared Folders E??::;; - Built-in account for gues...
~ B Local Users and Groups )
) | Users g P WDAG ilityAccount A user account managed..,
| Groups

I-:‘__{)Zl Performance
& Device Manager
=5 Storage
T Services and Applications

Figure 5-1 User interface

Double click “Administrator”, pop up “Administrator Properties” interface. Deselect

8
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“Account is disabled” in “General” option page, and click “Apply” and “OK”.

Administrator Properties 7 >

Gereral  Member OF  Profile

k Adrmiristrator

Full name:

Dezcrption: Built-in account for administenng the
compter/daomain

Ilzer must change pazaword at nest logon
[ ] User cannot change password
Pazzwiord nesver expires
[ ] Account iz dizabled

Account iz locked out

Cancel Apply Help

Figure 5-2 Deselect "Account is disabled"

2) Set password for Administrator

Right click “Administrator”, select “Set Password...” in the right-click menu, confirm the

prompt information then pop up the interface shown as Figure 5-3.
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Set Password for Administrator 7 b
MHew pazzswaord: |""uuu |
||||--||-||| |

Confirm pazsword:

iy If wou chick OF., the following will occur:

Your lacal uger account will immediately lose access ta all of it
encrypted filez, stored pazswords, and personal security certificates.

[f wou click Cancel, the passward will nat be changed and nao data lozs will

QCCur.

Figure 5-3 Set password for Administrator

Cancel

Type the password then click “OK”.
2. Remove user named Temp

Right click user “Temp” in the user interface, and select “Delete” in the right-click menu, as shown

in Figure 5-4.

B4 Cormputer tanagernent - O

File  Action  ‘iew Help

o= a7 XE = HE

& '.?omputer Management (Local) Marne Full Marne  Description Actions

h m Sf's?ka;o}‘:sd | E;':Administrator Built-in account for adrm... Users

% Eas t;, Fauer &,Defaultﬂ.ccount A, user account managed.., baore Actions
Ve VIEWED E,Gue Built-in account for gues...

2| Shared Folders
v uE!-'_, Local Users and Groups
| Users
| Groups
(%) Performance
:.l.: Device Manager
55 Storage
T services and Applications

st
.1 1]
B v DAG Ut

Set Password...

xr account managed...

All Tasks »

Delete

Rename

Properties

TERP
hare Actions

Help

Deletes the current selection,

Figure 5-4 Remove user “Temp”

Remove user named Temp according to the prompt information.

10
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ﬁ Attentions:
°

After deleting the user named Temp, you must restart the computer (login as
Administrator) and then set all the properties as follows.

® As for the built-in users, which can’t be deleted such as DefaultAccount,
WDAGUtilityAccount and Guest, please check “Account is disabled” in the properties
interface and click “OK”.

3. Set automatic logon

Open “Run” interface by shortcut key “Windows + R”, then type command “control
userpasswords2”, pop up “User Accounts” dialog box. Deselect the item “Users must enter a user
name and password to use this computer”. As shown in Figure 5-5.

User Accounts >

Users  advanced

q? Use the list below to grant or derny users access to your computer,
iy andto change passwords and ather settings,

[Jilsers must enter a user narme and passward to use this camputer,

Users for this computer:

User Marne Group

A A dministrator Administrators

Add... Remuonwve Froperties

Pazsword for Admministrator

Ta change your password, press Ctrl-Alt-Del and select Change
o0y Pazsword,

Reset Passward..,

concel | | sl

Figure 5-5 Dialog box of User Accounts

11
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Click “OK”, pop up the dialogue box shown as Figure 5-6, type the password and click “OK”.

Automatically sign in >

“ou can set up your computer so that users do not have to type a user
harre and password to sign in, To do this, specify a user that will be
autormatically signed in belows:

dser narme: | Adrministratar |
Password: T |
Confirm Password: | I IITIITLY |

] 4 Cancel

Figure 5-6 Set automatic logon

@ Tip:

Click “OK” or “Save” after modification every time.

5.2 Display Properties Settings

1. SetWindows themes

Right click any blank area of desktop, click “Personalize” in the right-click menu, and then pop up
the personalization interface, as shown below.

12
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Settings . O X

(¥ Home BaCkground

I Find a setting R |

Personalization

I i Background
Colors

Cd Lock screen

Z Themes
A
= R Background
58 Sant Picture
& Taskbar Choose your picture

Figure 5-7 Personalization interface

Select “Apply a theme” below “Themes”, and then pop up the personalization interface, as shown
in Figure 5-8.

13
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Settings
® Home Themes
Find a setting o) l

Personalization

Background
Colors
Wind
Cd Lock screen ~|n e
1images
I Z Themes
A Fonts
Related Settings
58 Start Desktop icon settings
£ Taskbar High contrast settings

Sync your settings

@ Get more themes in Microsoft Store

Windows 10

5 images

Flowers
6 images

Figure 5-8 Set Windows themes

2. Change desktop icons

Click “Desktop icon settings” in the interface as Figure 5-8, pop up the dialog box shown as Figure

5-9, check “Computer” and “Network” (“Recycle Bin” is selected by default).

14
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E Desktop Icon Settings X

Deszktop lcons

Dezktop iconz

Cornputer Fiecycle Bin
[ ]Uzer's Files [ ] Control Panel
Metwork,
& 2 9 -
Thiz PC Adrninistrator Metwark, Recycle Bin
[Fuall)
0
Recycle Bin
[ernpty]
Change lcon... Restore Default

Allovas themes to change desklop iconz

Cancel Apply

Figure 5-9 Set desktop icons

3. Set screen saver

Select "Lock screen” in the left of the interface as Figure 5-7, click “Screen saver settings” at the
bottom of the right-hand interface and set “Screen saver” to “None” (default) in the pop-up dialog
box as shown in Figure 5-10.

15
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B Screen Saver Settings

Screen Saver

SCreen saver

(Mone)

v Settings.. Presiewy

= L] On resurne, display logon screen
Power ranagerment

Conserve energy of rmaxirmize performance by adjusting display
brightriess and other poweer settings,

Change power settings

Carcel

Apply

Figure 5-10 Set Screen Saver

4. Set power options

Click “Change power settings” in “Screen Saver Settings” interface, pop up the interface shown as
Figure 5-11.

16
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T @ » Control Panel » Hardware and Sound » Power Options v O Search Contral Panel R

Control Panel Home .
Choose or customize a power plan

Choose what the power button A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that
does manages how your computer uses power. Tell me more about power plans
Create a power plan Preferred plans
e g_holcusewhen to turn off the (@) Balanced (recommended) Change plan settings
isplay

Automatically balances perfermance with energy consumption on capable hardware,

(C) Power saver Change plan settings

Saves energy by reducing your computer's performance where possible,

seealo Show additional plans

User Accounts

Figure 5-11 “Power Options” interface

Click “Change plan settings” in the default “Balanced” plan, pop up the edit interface, set “Turn off
the display” as “Never”, then click “Save changes” in the bottom. As shown in Figure 5-12. "Put the
computer to sleep" may be displayed in the interface of different computer, it should also be set to
"Never".

@ Edit Plan Settings . O X

e v N %« System and Security > Power Options » Edit Plan Settings v O Search Control Panel yel

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use.

[ Tum off thedisplay: | Never v

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

Figure 5-12 Set power plan

Click “Change advanced power settings” in Figure 5-12, pop up “Power Options” dialog box as
shown in Figure 5-13.

Set the sleep options as shown in the above figure: (The setting items that appear are related to
the computer model, please refer to the actual interface.)

® Sleep: Never

17
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® Allow hybrid sleep: Off

® Hibernate after: Never

4# Power Options ? *

Advanced setings

\ Select the power plan that you want to customize
; and then choose setiings that reflect how you want
YOUr COm puter to manage power.

Balanced [Active] ~,,

[ Wireless Adapter Settings L
= Sleep
.
Setting: Mewver
= Allow hybrid sleep
Setting: Off
= Hibernate after
Setting: Mewver
# Allow wake timers
& USE settings

b
. Davarar bhutane and lid

Restore plan defaults

Figure 5-13 Set sleep options

Then open “Setting” interface via start menu and select “System”. Choose “Power & Sleep” in

system setting interface and set “Screen: When plugged in, turn off after” as “Never”, as shown in
Figure 5-14.

18
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&« Settings — O
n Home POWGI’ & Sleep
Find a setting je Screen

When plugged in, turn off after

System
Mever e
{D Focus assist
I Y Power & sleep Related Settings

Additional power settings

= Storage

Figure 5-14 Set screen never closed

5. Set screen resolution and refresh rate

Right click desktop, select “Display Settings” in the right-click menu and pop up the interface
shown as Figure 5-15. Users can change the size of text, apps and other items. Select “100%
(Recommended)” as suggested. Set orientation as “Landscape”.

Generally, screen resolution could be set as recommended.

19” monitor: 1280 * 1024 pixels (recommended)
20” monitor: 1600 * 1200 pixels (recommended)

22” widescreen monitor: 1920 * 1080 pixels (recommended)

24” widescreen monitor: 1920 * 1080 pixels (recommended)

19
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Settings - O >

fr Home Di5p|ay

Find tti o
S g Scale and layout
System Change the size of text, apps. and other items
100% (Recommended) A%
I L1 Display
Advanced scaling settings
%) Sound Resolution
D Motifications & actions 1280 > 1024 -
Orientation
421 Focus assist
Landscape e

If_':) Power & sleep

Figure 5-15 Set screen resolution

6. Turn off Clear Type text tuner

Click [Start/Windows System/Control Panel/Appearance and Personalization/ Fonts], select
“Adjust ClearType text” in the menu, open the interface as shown in Figure 5-16. Unselect "Turn
on ClearType", and click "Next" until "Finish".

20
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I ClearType Text Tuner
Make the text on your screen easier to read
[J{Tum on ClearType
ClearType is a software technology developed by Microsoft that improves the readability of
text on existing LCDs (Liquid Crystal Displays), such as laptop screens, Pocket PC screens and
flat panel monitors. With ClearType font technology, the waords on your computer screen look
almost as sharp and clear as those printed on a piece of paper.
Next Cancel

Figure 5-16 Turn off Clear Type

7. Turn off Aero Shake window minimizing mouse gesture

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in Run
dialog box and click “OK”. Click [User Configuration/Administrative Templates/Desktop] in Local
Group Policy Editor, as shown in Figure 5-17.

21
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=] Local Group Policy Editor

File  &ction  View  Help

& HEHET

£/ Local Computer Policy
v il Computer Caonfiguration
| Software Settings
| Windows Settings
1 Adrministrative Templates
v i, User Configuration
| Software Settings
| Windows Settings
~ || Administrative Templates
| Contral Panel
~ | Desktap
~| Auctive Directory
| Desktop
| Mebwork
| Shared Folders
| Start Menu and Taskbar
| System
| W¥indows Companents
[ Al Settings

16 setting(s)

Desktop

Turn off Aero Shake window
minimizing mouse gesture

Edit policy setting

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:

Prevents windows from being
minimized or restored when the
active window is shaken back and
forth with the mouse,

If you enable this policy,
application windows will not be
minimized or restored when the
active window is shaken back and
forth with the mouse.

Setting

=

A B

Rernove the Desktop Cleanup Wizard

Hide Internet Explorer icon on desktop

Rernive Cormputer ican on the desktop

Rernove by Documents icon on the desktop

Hide Metwark Locations icon on desktop

Rernove Properties from the Cormputer icon context menu
Rernivve Properties from the Docurnents icon contesxt menu
Do not add shares of recently opened docurnents to Metaar..,
Rernove Recycle Bin icon from desktop

Rernove Properties from the Recycle Bin context menu

Dan't save settings at exit

Prevent adding, dragging, dropping and closing the Taskbar..,

Prohibit adjusting desktop toolbars

\Extended /(Standard/

Figure 5-17 Local group policy editor

Double click “Turn off Aero Shake window minimizing mouse gesture”, and select “Enabled” in the

pop-up dialog box, as shown in Figure 5-18, click “OK” to end.

22
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& Turn off Aero Shake window minimizing maouse gesture O X

E} Turn off &ero Shake window minimizing mouse gesture Next Setting

(O Not Configured Comment:
(® Enabled
O Disabled
Supported on: | At |east Windows Server 2008 R2 or Windows 7
Options: Help:

Prevents windows from being minimized or restored when the
active window is shaken back and forth with the mouse.

If you enable this policy, application windows will not be
minimized or restored when the active window is shaken back
and forth with the mouse,

If you disable or do not configure this policy, this window
rinirizing and restaring gesture will apply,

Figure 5-18 Turn off Aero Shake window minimizing mouse gesture

5.3 Turn off Sticky Keys and Toggle Keys

Open [Start/ Windows system/Control panel], click [Ease of Access/Ease of Access Center], click
"Make the keyboard easier to use”, the figure shown as follows.

23
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@ Ease of Access Center = O X

— v 4 @ > Control Panel > Ease of Access > Ease of Access Center v O SearchContr. P

Control Panal Home Optimize for blindness

Make the computer easier to see

® Change sign-in settings Optimize visual display

Set up alternative input devices

Make the mouse easier to use
Adjust settings for the mouse or other pointing devices

Make the keyboard easier to use

& Use the computer without a mouse or keyboard

Adjust settings for the keyboard

Use text or visual alternatives for sounds

Set up alternatives for sounds

Make it easier to focus on tasks

Adjust settings for reading and typing

Make touch and tablets easier to use

® @

Adjust settings for touch and tablets

Figure 5-19 Ease of access center

Unselect “Turn on Sticky Keys”, “Turn on Toggle Keys” and “Turn on Toggle Keys by holding down
the NUM LOCK key for 5 seconds”, as shown in Figure 5-20.

24
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@& Make the keyboard easier to use — O X
« = + 1 @ « Ease .. > Make the keyboard ... v O Search Contr.. P
Make it easier to type A

| [] Turn on Sticky Keys |
Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.
Set up Sticky Keys
[[] Turn on Toggle Keys
Hear a tone when you press CAPS LOCK, NUM LOCK, or SCROLL LOCK.
[] Turn on Toggle Keys by holding down the NUM LOCK key for 5 seconds
[C] Turn on Filter Keys
Ignore or slow down brief or repeated keystrokes and adjust keyboard repeat rates.
Set up Filter Keys
v
oK Cancel Apply

Figure 5-20 Turn off sticky keys and toggle keys

Click "Set up Sticky Keys", and set as shown in Figure 5-21.
Set up Sticky Keys
[[] Turn on Sticky Keys

Press keyboard shortcuts (such as CTRL+ALT +DEL) one key at a time.

Keyboard shortcut
[] Turn on Sticky Keys when SHIFT is pressed five times
When using keyboard shortcuts to turn Ease of Access settings on:
[[] Display a warning message when turning a setting on

[[] Make a sound when turning a setting on or off

Figure 5-21 Turn off keyboard shortcut

5.4 Turn off Hot Keys of Rotating Screen

If integrated display card is used in computer (such as Lenovo TS140), and the hot keys of rotating
screen should be disabled, operation: right click any blank in desktop, and pop up the menu as

25
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shown in Figure 5-22, select [Graphics Options/Hot Keys/Disable].

If there is not menu as shown in Figure 5-22, and jump over this setting.

View »
Sort by 3
Refresh

Paste

Paste shortcut

.. Graphics Properties...

.=+ Graphics Options ] Panel Fit »
New

»
Tray lcon 4 Enable
B2 Screen resolution Balloon Notification » v Dizable

& personalize Rotation ]
Profiles »

Figure 5-22 Turn off hot keys of rotating screen

5.5 Taskbar and Start Menu Properties

Right click taskbar, and select “Taskbar settings” in the right-click menu, pop up the properties
settings dialog box, as shown in Figure 5-23.

Set “Lock the taskbar” and “Use small taskbar buttons” as On, set "Automatically hide the taskbar"
in desktop mode and tablet mode as Off, and set “bottom” for “Taskbar location on screen” and
“Never” for “Combine Taskbar buttons”, as shown in Figure 5-23.
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Taskbar

Lock the taskbar

@ on

Automatically hide the taskbar in desktop mode
@ O off

Automatically hide the taskbar in tablet mode
@ O off

Use small taskbar buttons

@ on

Use Peek to preview the desktop when you move your mouse to
the Show desktop button at the end of the taskbar

@ off

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ off
Show badges on taskbar buttons

@ ) off

Taskbar location on screen

Bottom e

Combine taskbar buttons

Mever e

Notification area
Select which icons appear on the taskbar

Turn system icons on or off

Figure 5-23 Taskbar properties settings

Click “Turn system icons on or off” in Figure 5-23, pop up “Turn System Icons On or Off” interface,
as shown in Figure 5-24, set “Off” for “Action Center”, others are the default.
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L= Settings = O >

£0%  TURN SYSTEM ICONS ON OR OFF

g Clock @D on
E]’l'] Volume 0 On
@ on

Metwork

Power

Location

Input Indicator Q On

Action Center (l:) Off

Figure 5-24 System icons settings

5.6 Time Settings

Select [Control Panel/Clock and Region] and click “Date and Time” to set time zone, data and time
which remain default usually.

Click “Region” in “Clock and Region” interface, pup up the figure shown in Figure 5-25.
Set as follow introduction:

Short time: HH:mm
Long time: HH:mm:ss

Short data: M/d/yyyy

Long data: dddd, MMMM dd, yyyy
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¥ Region X
Formatz  Administrative

Forrmat: English (United States)
Match Windows display language (recornrmended) w

Language preferences

Date and time formats

Short date: P Py w
Long date: dddd, MR d, yanng W
Short tirme: HH:rrrn w
Long tirme: HH:rrirrss W
First day of week: Sunday w
Examples

Short date: 832020

Long date: Monday, Sugust 3, 2020

Short tirme: 1516

Lorg tirme: 151656

Sdditional settings..,

Cancel Apply

Figure 5-25 Region and language options

Then click “OK” to finish the settings.

5.7 System and Security Settings

1. Security and maintenance settings

Select [Control Panel/System and Security/Security and Maintenance/Change Security and
Maintenance Settings], deselect all options in the pop-up interface, as shown in Figure 5-26.
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W Change Security and Maintenance settings — O X

P v I W « Secur.. » Change Secunty a... v ) SearchCont. P

Turn messages on or off

For each selected |tem Windows will check for problems and send you a ‘message if
problems are found. How does becunty and Maintenance check for proolems1

Security messages

Windows Update [[] Spyware and unwanted software
protection
[[] Internet security settings [[] User Account Control
[[] Network firewall [] Virus protection
Microsoft account SmartScreen

Windows activation

Maintenance messages

[[JWindows Backup [ Windows Troubleshooting
[[] Automatic Maintenance [[]HomeGroup
[[] Drive status []File History
[[] Device software [[] Storage Spaces
Startup apps [] Work Folders

Cace

Figure 5-26 Change security and maintenance settings

2. User accounts control settings

1) Select [Control Panel/System and Security/Security and Maintenance], then click
“Change User Account Control settings”, pop up the interface shown as Figure 5-27. Set
“Allow notify” to “Never notify” by pulling down the scroll button to the bottom.
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E; User Account Control Settings

Choose when to be notified about changes to your computer

User Account Contral helps prevent potentially harmful programs from making changes to your computer
Tell me moere about User Account Centrol settings

Always notify
- - Newver notify me when:
®  Apps try to install software or make changes to my
cemputer
- - * | make changes to Windows settings
1. This setting will take effect after you click OK and
- - restart your PC.
MNewver notify

| oKk || Concel

Figure 5-27 User account control settings

2) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in the following figure.

Fn

= Typethe narme of a prograrm, folder, document, or Internet
= resource, and Windows will open it for you,

Qpen: | gpedit.rmsc

S

E; This task will be created with administrative privileges,

0] 4 Cancel Browse,.,

Figure 5-28 Run dialog box

3) Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Windows Settings/ Security Settings/ Local Policies/ Security
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Options”, as shown in the following figure.

=/ Local Group Policy Editor
File Action ‘iew Help

e rmXE = HE

=l Local Computer Policy
w i Computer Configuration
| Software Settings
w | Windows Settings
| Mame Resaolution Policy
=] Scripts (Startup/Shutdown)
= Deployed Printers
v 3 Security Settings
4 Account Policies
~ [ g Local Policies
4, Audit Policy
_a User Rights Assignment
o Secutity Options
| Windowes Defender Firewall wi
| Metwork List Manager Paolicies
| Public Key Palicies
| Software Restriction Policies

< >

Palicy

| Systern cryptography: Force strong key protection for user keys stored on t..,
| Systern cryptography: Use FIPS compliant algorithms for encryption, hashi.,

2| Systern objects: Require case insensitivity for non-\Windows subsystems

L) Systern objects: Strengthen default permissions of internal systern objects (.

| Systern settings: Optional subsysterns

| Systern settings: Use Certificate Rules on Windows Executables for Softwar..,
| User Account Control: Admin Approval Mode for the Built-in Adrinistrato..,
2o User Account Control: Allow UlAccess applications to prompt for elevation..
g User Account Contral: Behavior of the elevation prompt for adrinistrators ..

| User &ccount Control: Behavior of the elevation prormpt for standard users

| User Account Contral: Detect application installations and prompt for elew..
| User Account Contral: Only elevate executables that are signed and validat...

o User Account Contral:

i) User Account Control: Switch to the secure desktop when prompting for el
| User Account Contral: Virtualize file and registry write failures to per-user L.,

Security Setting ™
Mot Defined
Disabled

Enabled

Enabled

Disabled

Mot Defined
Disabled

Elewate withou...
Prompt far cre...
Enabled
Disabled
Enabled
Disabled
Disabled
Enabled v

Figure 5-29 Change setting in LOcal Group Policy Editor

4) Double-click “User Account Control: Run all administrators in Admin Approval Mode" in

the right interface to open the dialog box, and set as "Disabled", as shown below. Then
select "Disabled", click "Apply" and "OK", the change will take effect after restarting the

computer.
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User Account Control: Run all adrministratars in Admin &p... ? >

Local Security Seting  Ewplain

:3' IJzer Account Contral: Bun all adminiztrators in Admin Approval
E Maode

(") Enabled
(@) Disabled

Corcel | | s

Figure 5-30 Disable the user account control property

3. Turn off Windows firewall

Select [Control Panel/System and Security/Windows Defender Firewall], then click “Turn Windows
Defender Firewall on or off”. Turn off firewall of each network, as shown in Figure 5-31.
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W Customize Settings — O x

«— v T ‘ o« Windows Firewall * Customize Setongs ) Search Confr.. @

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o () Tum on Windows Firewall
Block all incom ng connections, includ ng those in the list of allowed dapps
Motify me when Windows Firewall blocks a new app
e @® Tum off Windows Firewall (not recommended)
Public network settings
g () Turm on Windows Firewall

Block all incoming connections, including thase in the list of allowed apps

Motify me when Windows Firewall blocks a new app

g (@ Turn off Windows Firewall (not recommended)

oK Cancel

Figure 5-31 Windows firewall settings

4. Turn off system restore

Select [Control Panel/System and Security/System], then click “System Protection”, pop up the
system properties interface shown as Figure 5-32.

34



Windows 10 Enterprise 2019 LTSC Operating System Installation Guide

Systern Properties >

Computer Name Hardware Advanced System Protection Remote

-

‘. Llze system protaction 1o undo umvamead system changes.

System Restore

“'ou can undo system changes by revering

System Restone
vour computer to a presious restore point —' : :

Protection Setings

Awailable Drives Protection

.. Local Disk (C) (System) On
o Local Disk (0:) i

Configure restore settings. manage disk space. and E Canfigure i
delate restore points
To create a restore point, first enable protection by Creats
selacting & drive and clicking Configura. =i
Ok, Cancel Apphy

Figure 5-32 Dialog box of system properties

Select the drives which has opened system protection in the interface and click “Configure” to
close the system protection.

Select local disk C: with protection “On”, and click “Configure” in “System Properties” option page,
pop up the dialog box shown as Figure 5-33, select “Disable system protection”.
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L. System Protection for Local Disk {C:) X

Restone Settings

By enabling system protection, you can undo undesired changes by
reverting your computer to a previous point in time.,

() Turn on system protection

............................................ 3

(@) Disable system protection]

Disk Space Usage

Yol can adjust the maximum diek space used for system protection. As
space fills up, older restore points will be deleted 0 make room for new
ones,

Current Usage: 0 bryhes

Max Usage: '

Delata all restore points for this driva.
Delete

I

Figure 5-33 Turn off the protection of disk C:

Click “OK” to turn off the protection of disk C:.

5. Performance options settings

1) Select “Advanced” option page in the system properties interface, as shown in Figure
5-34.
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System Properties >

Computer Mame Hardware | Advanced | System Protection  Remote

“'ou must be logged on as an Administrator to make most of these changes

Perormance

Wisual effects, processor scheduling, memony usage, and virtual memany

Settings...
ser Profiles
Deskiop sefiings related fo your signein
Seftings...
Starup and Recovery
System starup, systam failure, and debugging information
Sefings...

Emsdropment Vanables..

Figure 5-34 Dialog box of Advanced settings of system properties

2) Click “Settings” in “Performance” window, pop up “Performance Options” interface, as
shown in Figure 5-35.
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Perfarmance Options >

Visual Effects Advanced Data Execution Prevention

Select the settings you want to use for the sppearance and
performance of Windows on this computer,
) Let Windows choose what's bast for my computer

() adjust for best appearance
@ adjust for best performance!

Animate confrols and elements irside windoes
Animate windows whian minimizing and maximizing
Animations in the taskbar

Enable Peek

Fade or slide menus into view

Fade or slide ToolTips into view

Fade out menu iterns after clicking

Sava taskbar thumbnail previews

Show shadows under mouse painter

Showy shadows under windows

Shaw thumbnails instead of cons

Show fransucent selection rectangle

Show window contents while dragging

Slide open combo boxes

Smiooth edges of screen fonts

Srooth-scroll list boxes

Liz2 drop shadows for icon |sbels on the desktop

00000 OO0 O0OO0000000

I

Figure 5-35 Select “Adjust for best performance”

3) Select “Adjust for best performance” in “Visual Effects” option page, then select
“Advanced” option page, advanced properties interface is shown in Figure 5-36.
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Perfarrmance Cptions >

Visual Effects Advanced Data Execution Prevention

Processor scheduling
Choose how to allocate processor resources

Adjust for best performance of

(@ Programs, (C)Rackground services

Wirtual memory

& paging fike s an area on the hard disk that Windows uses
as if it ware RAM,

Total paging file size for all drives: 1152 MB

Figure 5-36 Dialog box of advanced settings of performance options

4) Click “Change” in “Virtual memory” window, pop up virtual memory setting interface.

Deselect “Automatically manage paging file size for all drives”, and select “Custom size”,
set the value of “Initial size” and “Maximum size” to 3000MB (4000MB when the RAM is
larger than 2GB), as shown in Figure 5-37.

39



Windows 10 Enterprise 2019 LTSC Operating System Installation Guide

Wirtual bemony X

[ Autarnatically manage paging file size for all drives

Paging file size for each drive

Drive [Wolurme Label] Paging File Size (ME)
C: 4000 - 4000

O [Mews Wolurme] Mone
Zelected drive: o

Space available: 49573 B

(®) Custom size:
Initial size (hAB): 3000

Maxirmurn size (MB): | 3000

() Systern ranaged size
() Ma paging file St

Total paging file size for all drives
Minirmurm allowed: 16 B
Recommended: 1919 MEB
Currently allocated: 4000 hE

(0] 4 Cancel

Figure 5-37 Set virtual memory

5) Click “Set” then set “OK” to save the change.

F ™
If system pops up property dialogue box of “The changes you have made require you to

restart your computer before they can take effect”, please click “OK” and restart the
computer, then set following properties.

6. Turn off auto-update

1) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”. Click [Computer Configuration/Administrative Templates/
Windows Components] in Local Group Policy Editor, as shown in Figure 5-38.
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2)

| Software Settings
| Windows Settings
w [ Administrative Templates
|| Contral Panel
| Metwork
Printers
Server
Start Menu and Taskbar
| System
| Windows Components
[ Al Settings
2, User Configuration

=] Local Group Policy Editar — O *
File Action  ‘iew Help
Lol ARSI REAN 7 R ¢
(=] Local Computer Policy Windows Compenents
v i Computer Configuration .
Windows Update Setting o3

| Windows bessenger

1 Windews Mobility Center

| windows PowerShell

| Windous Reliability Snalysis

| Windows Remote Management

| indows Remate Shell

1 Windows Security
findows L

I 'Wark Folders w

£ >

\\ Extended ;{Standard f

Figure 5-38 Local group policy editor interface

Double click “Windows update” in “Windows component” list and pop up the interface

shown as Figure 5-39.

=] Local Group Policy Editor
File
i 4

Action  View  Help

El =2 BHE T

| Windowes Media D s

| Wfindows hedia P

| Windows Messen:

| Windows Mobility

| Windows Powersk

1 Windows Reliabilit

| Wfindows Remote

| W¥indours Remote

| Windows Security

| Windows Update

| wifork Folders

__ Al Settings
ii%, User Configuration

£ >

33 setting(s)

| Windows Update
Configure Automatic Updates

Edit policy setting

Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Descripticn:

Specifies whether this computer
will receive security updates and
cther important downloads
thronnh the Windmwe s0tnmatic

Setting

1] Alwvays automatically restart at the
|| Specify deadline before auto-resta
|i=| Configure auto-restart reminder n
|i=] Turn off auto-restart notifications

12| Configure auto-restart required nc

nfigure Automatic Updates

=] Specify intranet Microsoft update
|5=] Automatic Updates detection freg
W =] Do not allow update deferral polic v
£ >

\ Extended AStandard ,f

Figure 5-39 Windows update interface

Double click “Configure Automatic Updates” in “Windows update” interface and pop up
the interface shown as Figure 5-40. Select “Disabled” and click “OK”, the change will take
effect after restarting the computer.
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A Configure Autarmatic Updates O >

E‘ Configure &utomatic Updates gt Sl

8 Mot Configured Comment:

() Enabled

(®) Disabled

Supported 0N [ yindowes XP Professional Service Pack 1 or At least YWindows 2000 Service Pack 3

Options: Help:

Corfigure automatic updating: Specifies whether this computer will receive security updates and |~
other important downloads through the Windows automatic
updating service,

The following settings are only required and Mote: This policy does not apply to Windows BT,
applicable if 4 is selected,
This setting lets you specify whether autormatic updates are
enabled on this computer, If the service is enabled, you rmust
select one of the four options in the Group Policy Setting:

Install during autormatic maintenance

Scheduled install day:
2 = Motify before downloading and installing any updates,

Scheduled install time: When Windlolws finds updates that apply to this computer,

users will be notified that updates are ready to be downloaded,

After going to Windows Update, users can download and install
any available updates,

3 = (Default setting) Download the updates autormatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

Figure 5-40 Turn off auto-update

After closing the auto-update setting interface, select "Start/ Settings/ Update & Security/

Advanced options" and the Windows update options interface is shown as Figure 5-41.
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<« Settings - O X

o Advanced options

*Some settings are managed by your organization

View configured update policies

Update options

Update notifications

Show a notification when your PC requires a restart to finish updating

@ of

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When updates resume, this device will
need to get the latest updates before it can be paused again.

@ of

Pausing now will pause updates until 9/7,/2020.

Figure 5-41 Auto-update interface

7. Turn off Windows Defender Antivirus

1) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”. Click [Computer Configuration/Administrative
Templates/Windows Component] in Local Group Policy Editor, as shown in Figure 5-29.

2) Double click “Windows Defender Antivirus” in the list of “Windows component” and pop
up the interface shown as Figure 5-42.
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E[ Local Group Policy Editor
File Wiew  Help
e nH =2 HE T

Action

Task Scheduler
| TextInput
| Wéindows Calendar
| W¥indows Color System

| Windows Custorner Experience |
Wrindows Defender Antivirus

Windows Defender Application
Windows Defender Exploit Guan

Windows Defender SmartScreen

Windows Error Reporting
Windows Garne Recording and |
| Windows Hello for Business
Windows Ink Warkspace
Windows Installer

Windows Logon Options
Windows Media Digital Rights b
Windows Media Player
Windows Messenger

Windows Mobility Center

| Windows PowerShell

| Windows Reliability Analysis

< >

| TabletPC ”

10 setting(s)

| Windows Defender Antivirus

Turn off Windows Defender
Antivirus

Setting

| Real-time Protection
Edit policy setting y Remediation

| Reporting

Requirements: | Scan

At least Windows Vista 1 Signature Updates
| Threats

1 Windows Defender Explait Guard

Allow antimalisare service to startup with r

Turn off 4fin

Description:
This policy setting turns off Windows
Defender Antivirus.

i . . fender
If you enakle this policy setting,

Windows Defender Antivirus does not
run, and computers are not scanned
for malware or other potentially
unwanted software.

Configure local administratar merge beha.

13| Turn off routine remediation

12| Define addresses to bypass prosgy server
Define proxy auto-config (pac) for connec

If you disable or do not cenfigure Define prosy server for connecting to the n

this policy setting, by default
Windows Defender Antivirus runs and
computers are scanned for malware
and cther potentially unwanted
software,

1] Randorize scheduled task times

i2| Configure detection for potentially unuant
(2] Allowe antirnahaware service to remain runnit

£ >

\Extended /(\Standard/

Figure 5-42 Windows Defender interface

3) Double click “Turn off Windows Defender Antivirus” and pop up the interface shown as
Figure 5-43. Select “Enabled” and click “OK”.
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R Turn off Windows Defender Antivirus

Ei Turk off Windows Defender Antivirus

() Mot Confiqured ~ Comment:
(®) Enzhled
() Disabled
supported on: [ ¢ |aa st Viindows Vista
Options:

Help:

This policy setting turns off Windows Defender Antivirus,

If wou enable this policy setting, Windows Defender &ntiviras
does notrun, and computers are not scanned for makaware or
other potentially urwanted software,

If wou disable or do not canfigure this policy setting, by default
Windouws Defender Antivirus runs and computers are scanned for
malware and other potentially urnwanted software,

014 Cancel

Figure 5-43 Turn off Windows Defender interface

8. Turn off Autoplay

In order to prevent the computer from attacking by the virus carried in mobile storage devices and
endangering the DCS supervision software, it is necessary to enable “Turn off Autoplay” function.

1) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in Figure 5-44.
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Fun

Type the name of a prograrn, folder, docurnent, or Internet
resource, and Windows will open it forywou,

DOpern: | gpedit.msc

e

E; This task will be created with administrative privileges,

]9 Cancel

Brovuwse,.,

Figure 5-44 Run dialog box

2) Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer

Configuration”, select “Windows Components” below “Administrative Templates”, as

shown in Figure 5-45

File  Action

=l Local Group Palicy Editar
Wiewe Help
e nm= BE T

(£l Local Computer Palicy
v il Comnputer Configura
| Software Settings

| Windows Setting
w | Administrative Te
~| Control Panel

| Metwork

| Printers

| Server

| Start bMenu ar

| System

| Windowes Cor

_\_ Al Settings

w i®, User Configuration
| Software Settings
| Windows Setting

| Adrninistrative Te

"I Windows Components
AutoPlay Policies

Description:
Configure varicus AutoPlay behaviors.

Setting

j.ﬂu:tive)( Installer Service
::IAdd features to Windows 10
::IApp Package Deployment
jApp rurtirme
jAppIicatian Compatibility

::IBiometrlcs
jBitLDcker Drive Encryption
::ICredentiaI User Interface

jData Collection and Preview Builds
::IDesktnp Gadgets

::IDesktnp Wifindow Manager
jDevice and Driver Compatibility
jDevice Registration

jDigitaI Locker

CEdge LI

jEuentForwarding

MEant | fn Sansice
<

\ Extended j(‘Standard f

Figure 5-45 “Windows Components” window

46




Windows 10 Enterprise 2019 LTSC Operating System Installation Guide

3) Double click “AutoPlay Policies”, pop up the following interface.

'=[ Local Group Palicy Editar - O *
File  Action iew Help

o | nF 2 HE T

v [ Windows ta | 8o lay Policies
| Activel ]
= Add fe Turn off Autoplay Setting
| Anp P . . . urn off Autoplay
| fpp Edit policy setting. ~ Prevent AutoPlay from remembering user che
7 applic Requirements: Disallnw Autoplay for non-volume dewvices
| AutoPl At least Windows 2000 Setthe default behavior for AutoRun
| Biome Descrini
= o escription:
- Bitl ocl This policy setting allows you to
~ Creder turn off the Autoplay feature.
| Data C
~ Deskto Autoplay begins reading
“ Deskta from a drive as scon as you insert
- Device media in the drive, As a result, the
- . setup file of programs and the
~ Device music on audic media start
_| Digital immediately,
| EdgelL
= Event | Prior to Windows XP 5P2,
= Event | Autoplay is disabled by default on

removable drives, such as the

- Event | floppy disk drive (but not the CD-
| Bvent? ROM drive), and on network
Fémily v drives. <
< > \E;d:ended /(Standard/

4 settingis)

Figure 5-46 “AutoPlay Policies” window

4) Double click “Turn off Autoplay” in “AutoPlay Policies” window, pop up “Turn off Autoplay”
interface, select “Enabled” and choose “All drives” in the drop-down menu of the “Turn off
Autoplay on”, as shown in Figure 5-47.
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A Turn off Autoplay O >

E: Turn off Autoplay Mext Setting

() Mot Canfigured Comrment:
(®) Enabled

() Disabled

supported on: [ logst Viind ows 2000

Options: Help:

Turn off Autaplay on; This policy setting allows you to turn off the Autoplay feature, ~

Al drives v Autoplay begins reading from a drive as s00n as you insert
media in the drive. &s a result, the setup file of programs and the
music on audio media start immediately.

Prior to Windows XP 5P2, Autoplay is disabled by default
on rernovable drives, such as the floppy disk drive (but not the
CD-ROM drive), and on network drives,

Starting with Windows XP SP2, Sutoplay is enabled for
rernowvable drives as well, including Zip drives and some USE
rnass storage dewvices,

If you enable this paolicy setting, Autoplay is disabled on
CD-ROM and removable media drives, or disabled on all drives,

This policy setting disables Sutoplay on additional types of
drives, You cannot use this setting to enable Sutoplay on drives
onwhich it is disabled by default,

Figure 5-47 “Turn off Autoplay ” settings

5) Click “OK” to finish the settings. Restart your computer, then the mobile storage devices
will not automatically play when be inserted.

5.8 Background Service Settings

Set the following services to “Disabled” by the same method, which is described taking the
Windows Update as an example:

® \Windows Update
® Internet Connection Sharing
® Windows Backup

® \Windows time

Procedure of disabling Windows Update
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Right click “This PC” and select “Manage” in the right-click menu, pop up the “Computer
Management” interface, then select “Services” below “Services and Applications”, as shown in
Figure 5-48.

A Corputer Managernent - m} X
File  Action ‘iew Help
e | zHBe=z HE »anw®

A& Computer Management (Local . Services Actions
v [} System Tools 3 ~ .
@ Task Scheduler Windows Update MNarme Description Status Startu * | Senvices o
E Event Wiewer EhWindows Perception Simul...  Enables spa... hanu hore Actions
tart the service N o .
5] Shared Folders EiWindows Presentation Fou..  Optimizes p.. Manu i Tk .
# Local Users and Groups LWindows Push Motification...  This service .. Running  Autor inaows Jpdate
() Performance Description: Lhwindows Push Matification...  This service .. Running  Autor More Actions 4

B Device Fanager Enables the detection, downlead, and
installation of updates for Windows

Windows PushTolnstall Serv... Provides inf.., hanu

w 55 Storage Windows Rermote Manage..  Windows R... Manu
and other programs. If this service is
= Disk Management disabled, users of this com puter will L Windows Search Provides co..  Running  Autor
v Gy Services and Applications || not be able to use Windows Update & Windowrs Security Senvice Windours Se...  Running  Manu
o Services or its automatic updating feature,
4 WML Cantrol and pregrams will not be able to use
L the Windows Update Agent (WUA) (L Mindows Update Medic Ser... Enables rem... Manu
APL LEWInHTTR Web Proxy Auto-... WinHTTPi..  Running  Manu
SpWired AutoConfig The WWired ... hanu
CLWLAN AutoConfig The WLANS... Manu
SR Performance Adapter  Provides pe.. hanu
-.'_".);Wnrk Falders This service ... Manu
MW arkstatian Creates and... Running  Autor ¥
< >

-~
w

\ Extended /(Standard

Figure 5-48 Services list window

Double click “Windows Update” in the services list, pop up the corresponding properties
setting interface, select “Disabled” in the pull-down list of “Startup type”, as shown in Figure
5-49.
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Windowes Update Properties (Local Computer) >
General LogOn PRecovery Dependencies

Service name: WLIALIZEMY

Dizplay name: Windows L pdate

D escrintian: Enables the detection, download, and installation of A
P updates for Windows and other programs. [ this

Path to executable:
C: W indowshapsterm32hevchost exe -k netsvos

Startup type: Dizabled s

Semice statuz: Running
Stark Stop Pauze B ezume

You can specify the start parameters that apply when vou start the service
from here.

Corcel | | ogh

Figure 5-49 Disable the service of “Windows Update”

3. Click “Stop” to stop this service, then click “OK” to disable this service.

i Warning:
All network connections on the operation nodes should be disabled after setting
background services.

5.9 Turn off Flow Control of Network Adapter

1. Right click “Computer” and select “Manage” in the right-click menu, pop up the “Computer
Management” interface.

2. Right click a network adapter in device manager window, select “Properties” in right-click
menu to open its properties interface.

3. Set “Flow Control” to “Disable” in “Advanced” option page in properties interface.
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Intel(R) Ethernet Connection 1217-Lk Properties >
Events Rezources Power Management
General Advanced Drriver Detailz

The following properties are available for thiz netveork, adapter. Click,
the property vou want to change on the left, and then select itz value

at the right.

Froperty: Walle:

&daptive Inter-Frame Spacing ~ Dizabled j
ARP Dfflaad

Flaw Control

Gigabit b azter Slave Mode
[rterrupt bModeration

[nterrupt Moderation R ate
IP+d Checksum Offload
Jumbo Packet

Large Send Offload %2 [|Pw4]
Large Send Offlaad Y2 [IPwE]
Locally &dministered Address
Log Link State Ewent

Mo Description

M5 Offload A

Cacel

Figure 5-50 Disable flow control of network adapter

4. Click “OK” to finish a network adapter setting.

5. Set other network adapters like this.

5.10 Network Properties Settings

Set the Network Connections Settings as follows after finishing the network hardware connections
settings, this chapter includes connection properties settings and advanced sharing settings.

5.10.1 Network Properties Configuration

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
adapter settings”, pop up network connection settings interface.
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& Metueork Connections — | %
—» A M« Network and.. * Metwork Connections v ) SearchNetw.. 0
L. Ether.ne:‘. L- Eth.ern et. 2 ﬂ
= _ ldentifying... == _ Unidentified network
@ D-Link DGE-528T Gigabit Ethernet.., @ D-Link DGE-528T Gigabit Ethernet..,

‘:. Ethernet 3
= _ Unidentified netwark

3 items == =

2 Broadcom Met¥treme 57w Gigakbi..

Figure 5-51 Network connections setting interface

The “Ethernet 3” as shown in above figure utilizes integrated network adapter of the system, and
“Ethernet” and “Ethernet 2” utilize the two network adapters inserted.

1. |If VisualField is installed in the control system, the properties of network adapters should be
set as follows:

1)

Change the “Ethernet” to “Network A” that is to connect process control network-A.
Properties setting of “Network A” is as follows:

IP address: 172.20.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

Subnet mask: 255.255.0.0
Other items such as DNS, WINS etc shall remain default.

Change the “Ethernet 2” to “Network B” that is to connect process control network-B.
Properties setting of “Network B” is as follows:

IP address: 172.21.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

Subnet mask: 255.255.0.0

Other items such as DNS, WINS etc shall remain default.
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3)

Change the “Ethernet 3” to “Information Network” that is to connect information network,
Properties setting of “Information Network” is as follows:

IP address: 172.30. X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

Subnet mask: 255.255.0.0

Other items such as DNS, WINS etc shall remain default.

2. If AdvanTrol-Pro is installed in the control system, the properties of network adapter should be
set as follows:

1)

Change the “Ethernet” to “Network A”, that is to connect process control network- A,
Properties setting of “Network A” is as follows:

IP address: 128.128.1.X (X is should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0
Other items such as DNS, WINS etc shall remain default.

Change the “Ethernet 2” to “Network B”, that is to connect process control network-B,
Properties setting of “Network B” is as follows :

IP address: 128.128.2. X ((X should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0
Other items such as DNS, WINS etc shall remain default.

Change the “Ethernet 3” to “Operation Network”, that is to connect with operation network,
Properties setting of “Operation Network” is as follows:

IP address: 128.128.5. X (X should be in the value range of operation node addresses.)
Subnet mask: 255.255.255.0

Other items such as DNS, WINS etc shall remain default.

Check whether the network adapter functions well or not after setting.

A

Attention:

Please refer to the related User Manual for Network Properties Settings.

5.10.2 Advanced Sharing Settings

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
advanced sharing settings”, pop up “Advanced sharing settings” interface. Check "Turn on

LI TS

network discovery”, “Turn on file and printer sharing” and “Public folder sharing”, as shown in
Figure 5-52.
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Guest or Public (current profile)

Network discovery

When network discovery is on, this computer can see other network computers and devices and
is visible to other network computers.

(@ Tum on network discovery
() Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer
can be accessed by people on the network.

@ Tum on file and printer sharing
(O Turn off file and printer sharing

All Networks

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members,
can access files in the Public folders.

@ Turn on sharing so anyone with network access can read and write files in the Public
folders

(O Turn off Public folder sharing (people logged on to this computer can still access
these folders)

Figure 5-52 Advanced sharing settings

Double click “This PC”, select [View /Options/Change folder and search options] on the menu bar
in the local disk interface, deselect “Use Sharing Wizard (Recommended)”, as shown in Figure
5-53.
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Folder Options x

Gerneral View  Search

Falder vigws

You can apply this view [such as Details or [conz] to
all folders of this tupe.

Apply to Falders | Bezet Falders

Advanced zettings:

Show prevviens handlers in preview pane s

Show status bar

[] Usge check boses ta zelect items

W] Lz Sharing Wizard (R ecommended)
When typing inta list view
() atomatically twpe inta the Search Box
(@) Select the twped item in the view

M avigation pane

[] E¥pand to open folder

[] Show all falders

[] Show libraries

R estore Defaults

k. Caricel Apply

Figure 5-53 Folder options setting interface

5.11 Startup and Recovery Settings

In order to save full information about abnormal situation immediately when the Windows
operating system appears blue screen in the application process, write debugging information
mode of Startup and Recovery setting should be selected as “Kernel memory dump” in the
settings of System Properties. The detailed operating steps are shown below:

1) Open “Run” interface by shortcut key “Windows + R”, then type command
“systempropertiesadvanced.exe” to pop up “User Properties” dialog box and switch to
the tab Advanced, as shown in Figure 5-54.
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Systemn Properties >

Computer Name  Hardware Advanced  System Protection  Femote

fou must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memarny usage, and virtual memaony

User Profiles
Desktop settings related to your sign4n

Settings...
Startup and Recoveny
System startup, system failure, and debugging information
Settings...
Environment Variables...
QK Cancel Apply

Figure 5-54 Advanced system property settings

Click the button “Settings” in “Startup and Recovery” window to pop up the interface as
shown in Figure 5-55, then select “Kernel memory dump” from the drop-down list of
“Write debugging information” window below “System failure”.
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Startup and Recovery X

System startup

Default operating system:
Windows 10 ~
Time to display list of operating systems: 30 5| seconds

[ ]Time to display recovery options when needed: 30 - | =econds

System failure
Write an event to the system log
Automatically restart

Write debugaing information
Kernel memary dump e

Dump file:
| %SystemPootSe WMEMORY . DMP

Cverwrite any existing file
[ ] Disable automatic deletion of memory dumps when disk space is low

Cancel

Figure 5-55 Setting interface of Startup and Recovery

3) After setting, click “OK”.
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Section 6 System Purification

Install necessary features and remove unnecessary features such as MSN, Media Player, game
programs, and additional programs generated during the installation.

1. Click “Programs” in the “Control Panel” interface, and then select “Turn Windows features on
or off” in “Programs and Features” to open the “Windows Features” dialog box, as shown in
Figure 6-1.

2. Inthe feature list, only select the following features. DO NOT select any other features.

® _NET Framework 4.7 Advanced Services: Select "ASP .NET 4.7" and "TCP Port Sharing"
in "WCP Services", as shown in Figure 6-1.

(-l Windows Features — O X

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

] MNET Framework 3.5 (includes .NET 2.0 and 3.0} ~
= [m] MNET Framework 4.7 Advanced Services
ASP.NET 4.7
= [®m]  WCF Services

[ ] HTTP Activation

] Message Queuing (MSMQ) Activation
(] MNamed Pipe Activation

[ ] TCP Activation

TCP Port Sharing

Active Directory Lightweight Directory Services

Container Image Manager

Containers

Data Center Bridging W

Cancel

Figure 6-1 Features need to be selected in ".NET Framework 4.7 Advanced Services"

;oo

® Internet Explorer 11

® Internet Information Services: Features that need to be selected are as shown in Figure
6-2.
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{4 Windows Features - O X

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled
box means that only part of the feature is turned on.

= W] Internet Information Services A
#[]1 FTP Server
= Web Management Tools
E IS 6 Management Compatibility
IS Management Console
1IS Management Scripts and Tools
IIS Management Service
= (@] | World Wide Web Services
= [w] © Application Development Features
NET Extensibility 3.5
NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 35
ASP.NET 4.7
CGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
+ Common HTTP Features
s Health and Diagnostics
5 Performance Features
+ Security
[T Internet Information Services Hostable Web Core
#[] Legacy Components v

Figure 6-2 Features need to be selected in "Internet Information Services"

NNKMRRORRKEO

® SMB 1.0/CIFS File Sharing Support: Select all sub-features.
® Print and Document Service: Only select "Internet Printing Client".

3. Click "OK". The system will automatically install the selected features and remove the
unselected ones. Follow the prompts to restart the computer.
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Section 7 Install the Browser

In the "Tools" folder under the i-OMC installation package directory, the Chrome browser
installation program is provided. Double-click on the installation program to run it and follow the
software installation wizard to complete the installation of the Chrome browser.
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Section 8 Checklist

After Windows 10 has been installed completely, you can check each of the proprieties settings

according to the items in the following table.

Setting items

Setting result

Notes

Driver Programs

Main broad driver and integrated
components drivers

All of them has been installed

Drivers for other components

User Accounts

Enable administrator account

Disable built-in users and delete other users except Administrator

Set automatic logon

Display Properties

Theme setting

Default theme Windows

Customize desktop

This PC, Network and Recycle
Bin

Screen saver setting None -
Turn off the display Never -
Sleep after Never -
Allow hybrid sleep Off -
Hibernate after Never -
Screen: When plugged in, turn off Never i

after

Screen resolution

19” monitor: 1280 * 1024 pixels
(recommended)

20” monitor: 1600 * 1200 pixels
(recommended)

22" widescreen monitor: 1920 *
1080 pixels (recommended)
24’ widescreen monitor: 1920 *
1080 pixels (recommended)

ClearType Text Tuner

Turn off ClearType

Turn off Aero Shake window

L Turn off -
minimizing mouse gesture
Turn off
StickyKeys and Keyboard Shortcut Turn off -
ToggleKeys
Skip this item if
Turn off Hot Keys Keyboard Shortcut Turn off there is no such

of Rotating Screen

setting.

Taskbar and Start
Menu Properties
Setting

Taskbar settings

Lock the taskbar and Keep the
taskbar buttons: On
Automatically hide the taskbar:
Off

Taskbar location on screen:
Bottom

Combine taskbar buttons:
Never

Notification area icons

Action center: Off

Time Settings

Time

Short time: HH:mm
Long time: HH:mm:ss
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Setting items Setting result Notes
Short data: M/dlyyyy
Data Long data: dddd, MMMM dd,
Yyyy
Security and Maintenance Turp off security messages and | _
maintenance messages
User accounts control Never notify -
User Account Control: Run all
administrators in Admin Approval | Disabled -
Mode
Windows Defender Firewall Turn off -
System and System restore Turn off system protection -
Security Visual effects Adjust for best performance -
Set sizes of Initial size and
Virtual memor Maximum size both as i
y 3000MB (4000MB when the
RAM is larger than 2GB)
Auto-update Never check for updates -
Windows Defender Antivirus Close Windows Defender: -
Enabled
Turn off auto-play Enabled -
Windows Update -
) Internet Connection Sharing . -
Service - Disabled
Windows Backup -
Windows Time -
Flow Control Disabled -
Rename: Information Network | Fit for VisualField
IP: 172.30.X.Y software packets
Ethernet 3 . Fit for
Rename: Operation Network AdvanTrol-Pro
IP: 128.128.5.X
software packets
Rename: Network A Fit for VisualField
Network IP: 172.20.X.Y software packets
Properties Setting | Ethernet Fit for
Rename: Network A AdvanTrol-Pro
IP: 128.128.1.X
software packets
Rename: Network B Fit for VisualField
IP:172.21.X.Y software packets
Ethernet 2 Fit for

Rename: Network B
IP: 128.128.2.X

AdvanTrol-Pro
software packets

Turn on “Network discovery”,

Network “File and printer sharing” and

Properties Advanced Sharing Settings “Public folder sharing”, -

Settings deselect “Use Sharing Wizard
(Recommended)”

System Anti-virus | Turn off Autoplay Enable -

Startup and

Write debugging information

Select “Kernel memory dump’

Recovery
Remove game programs, image processing programs, network
connection wizard and additional programs generated during the
Svstem installation. Only select ".NET Framework 4.7 Advanced Services"
Pﬁrification (only select "ASP .NET 4.7" and "TCP Port Sharing" in "WCP -

Services"), some of features in "Internet Information Services",
"Internet Explorer 11", "Internet Printing Client", and "SMB 1.0/CIFS
File Sharing Support" (select all sub-features).
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Setting items | Setting result Notes

Install the browser The Chrome browser has been installed using the installation i
program provided in the i-OMC installation package.
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Section 9 Revision

Table 9-1 Retrofit list of the version

Document Version

Applicable Product Version

Remarks

V1.0 (20210318)

Windows 10 Enterprise 2019 LTSC

The first version.

V1.1 (20230322)

Windows 10 Enterprise 2019 LTSC

® Modify the storage capacity of drive C in
the list of disk partitions to 102400MB.

®  Modify the system purification settings
and add configurations of .NET
Framework and Internet Information
Services.

®  Add descriptions of installing the
Chrome browser.

®  Modify the checklist, add function
checking items for system purification,
and add a check item for installing the
browser.

® Update the figure of the flow for the
installation of Windows and add steps
for installing the browser.
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